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CRIMINAL INVESTIGATIONS:
WHITE COLLAR CRIME

SPECIAL AGENT DANIEL CLIFT

SUPERVISORY SPECIAL AGENT BRETT CHABOT
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TOPICS OF THE DAY

• Technology Support Scams (“Tech Support”)

• Technology enabled investment scams 

• Impersonation Scams
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TECH SUPPORT SCAMS
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TECH SUPPORT SCAMSYOU’RE SURFING THE INTERNET, WATCHING YOUR 

FAVORITE CAT VIDEO WHEN SUDDENLY…
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TECH SUPPORT SCAM

• In this example, a pop-up window 

appeared, designed to convince the 

user that their computer was infected 

and they must IMMEDIATELY call the 

phone number.

• Once you are on the phone, believing 

a kind tech support person is there to 

help, an actor in a foreign country is 

going to gain access to your computer, 

finances, etc.
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POP-UP TECH SUPPORT OR RANSOMWARE?

Tech-Support Pop-Up Ransomware Screen
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TECH SUPPORT SCAMS: METHODS

• Unsolicited telephone call or email 

informing you that your account (email, 

social media, bank, PayPal, etc.) has been 

compromised, followed by assistance to 

help you fix the issue (i.e. give the 

scammer complete access to your finances)
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THE HORRIFYING RESULT OF 
THIS EMAIL…
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REPORT FILED WITH THE FBI….

I received an email claiming there was an unauthorized Bitcoin purchase on my PayPal account. I 

foolishly called the number they provided…and spoke to someone claiming they could fix this 

issue immediately. They managed to get me to log into my cryptocurrency account and got me to install a 

program that allowed them access to my laptop and see my bitcoin wallet. I then got suspicious (it was too 

late!!) and put them on hold while I called PayPal from a number on their website. The real PayPal rep called 

them out as scammers… but it was too late. They managed to instantly transfer my bitcoin to another account 

that I had no control over. As a result, I lost…  

140 Bitcoin… currently valued at 

approximately $14,700,000.00*

*Based on $105,000 / Bitcoin valuation 
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INVESTMENT SCAMS

• Make contact: Social media, unsolicited 

text messages, LinkedIn (i.e. 

professional based), etc.

• Build a relationship

• Introduce an investment opportunity - 

fictitious brokerages

• Steal as much wealth as possible
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MOBILE TRADING APPLICATIONS
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LEARN BEFORE YOU EARN!

Cryptocurrencies can be a fascinating 

investment vehicle… HOWEVER… 

• Investors who do not understand 

cryptocurrency should educate themselves 

before moving their life-long savings to any 

platform.

• Stick to well-known companies based in the 

United States.

• Scammers offer to teach and mentor their 

targets… NEVER take financial advice from 

someone you only know via text messaging / 

email exchanges. 
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WHY RECOVERY OF FUNDS IS SO 
DIFFICULT…

Dan on a Thursday…
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Tether on 

Tron
Swaps to DAI 

on Ethereum

Swaps to Tether on 

Ethereum

Back to Tether 

on Tron

VASP Deposits:

Crypto liquidated for foreign 

currency / overseas bank 

deposits

Swap Service: 

Requires request 

for output address
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IMPERSONATION SCAMS
“HI THIS IS OFFICER SMITH FROM US CUSTOMS AND WE NEED YOU TO SEND US 

$50,000 OR WE’LL ARREST YOU!”
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IMPERSONATION SCAM: EXAMPLE

Someone called claiming to be a Border Patrol Agent. They found a 

stolen car with packages of heroine and cocaine and my information 

was on the packages and in the car. They provided a make, model, and 

even a license plate! The Officer provided a badge number. 

They demanded money to make the charges go away. They would 

remove the arrest warrant from the system if I wired $57,000. So I wired 

the money…

LAW ENFORCEMENT NEVER OPERATES LIKE THIS!

➢ IMMEDIATELY hang up!

➢ NEVER…NEVER transfer any money.

➢ If  concerned, contact your local police department or FBI Office.



UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO

UNCLASSIFIED//FOUO

REPORTING

• IC3.Gov – Regardless of loss or other methods of reporting.

• Local Police or Sheriff’s Department

• FBI National Intake line: 1-800-CALL-FBI (225-5324)

• In person at FBI Office (by appointment only!)
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Alarming Trends 

in financial 

fraud.
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STAY SAFE AND WATCH OUT FOR EACH OTHER. 
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